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Where we are 

3D Secure works 

ωBoth technically and in reducing fraud 

ωMajor benefit to several online businesses, e.g. travel 

But users hate it 

ωaŀƴȅ ǇƻǿŜǊŦǳƭ ƳŜǊŎƘŀƴǘǎ ǿƻƴΩǘ ǳǎŜ ƛǘ 

ωCustomers are often confused or misled by messages 

ωSlows flow of transaction -> many dropouts 

ω99% of customers are genuine 

ωSeveral issuers now interpose risk management to 
approve low-risk transactions 
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Complex message structure 

©  Mike Hendry Page 4 



November 2011 

5 

CNP now by far the largest component of 
fraud in many markets, e.g. UK: 
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Χ ōǳǘ ƛǎ ƻŦǘŜƴ ŘǿŀǊŦŜŘ ōȅ ǳƴƴŜŎŜǎǎŀǊȅ 
declines 
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Fraud 

losses (% 

of e-comm 

turnover) 

Fraud 

attempts 

False 

positives 

(lost 

business) 

Abandoned 

trolleys 

Low-cost 

airline 

0.3% 4% 20% 

Full-cost 

airline 

0.9% 5% 25% 

Electronics 

retailer 

0.75% 3% 20% 50% 

Source:  Retail Decisions, 
electronics retailer 
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Principles and practice 

Important to distinguish between 3D principle: 

ωIssuer takes responsibility for authenticating cardholder, acquirer for 
merchant, scheme for interoperability 

.. and implementations: 

ωVbV, SecureCode 

ωIssuer authentication & signup methods  

ωMerchant Plug-Ins and frames (messages etc) 

ωThese could all be improved 
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How could this be improved? 

Å Improve 3D implementations 

Å Alternative (non-3DS) password-based methods 

Å Increased reliance on wallets 

Å OnLine Immediate Payment systems 

Å Out of band authentication 

Å Biometrics 

Å National PKIs 

Å (Universal) federated PKI 

Å Other tokens 
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Improve existing 3D implementations 

Issuers 

ωMore intelligent risk management 

ωEasier /no signup 

ωToken-based 

Merchants / acquirers 

ωBetter, more consistent presentation of ACS frame 

ωBetter wording of messages 

ω? Acquirer hosting of payments page 

ωAvoid conflicts with merchant risk management 

Schemes / ACS operators 

ωFaster throughput / lower latency 
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Alternative (non-3DS) password-based 
methods 

TANs, iTAN, eTAN, mTAN etc 

ωIncreasing levels of defence against phishing & man-in-the-
middle attacks 

ωCan strengthen eTAN/mTAN with initial password entry, 
CAPTCHA image etc 

ωE-banking method; adaptation to card payments relies on 3D 
principle 
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Virtual keypads 

ωMerge authentication & authorisation 
processes 

ωMore efficient but only works with 
numeric PINs 


